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Abstract
Inline assembly in systems software is often a source of chal-
lenges, a potential source of undefined behavior, and largely
opaque to verification and bug-finding tools. The standard
approach to verifying such code axiomatizes instruction se-
mantics in the program logic, requiring custom models in
the logic and specialized tooling.

In this paper, we explore an alternative: to translate Rust
code containing RISC-V inline assembly into pure Rust code
by emulating each instruction using a machine model ex-
tracted from the official RISC-V Sail ISA specification. The
resulting code can then be processed by standard Rust veri-
fication and testing tools: bounded model checkers (Kani),
undefined-behavior detectors (Miri), and fuzzers, with no
custom axiomatization of instruction semantics. We go over
the different challenges raised by our approach: pure regis-
ter operations, memory accesses, control flow, and system
instructions, and show how each category is handled by
the translation. We have applied this approach to verify in-
line assembly in two systems: Miralis, a RISC-V firmware
hypervisor, and a dynamic root-of-trust firmware.
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1 Introduction
Firmware, hypervisors, and operating system kernels rely on
inline assembly for operations that cannot be expressed in a
high-level language: configuring physical memory protec-
tions, setting trap handlers, performing context switches, and
accessing memory-mapped devices. Outside of systems code,
inline assembly also appears in cryptographic libraries (for
constant-time guarantees) and high-performance numerical
code (for using vector instructions).

This work is licensed under a Creative Commons Attribution 4.0 Interna-
tional License.
PLOS ’26, Prague, Czech Republic
© 2026 Copyright held by the owner/author(s).
ACM ISBN 979-8-4007-2877-8/2026/09
https://doi.org/10.1145/3831586.3838148

These assembly fragments are a persistent blind spot for
verification and bug-finding tools. Tools such as ASan [16,
24], Valgrind [19], and Miri [11] cannot reason about the
effects of inline assembly on high-level program state, and
programmers are mainly on their own. This is because such
tools reason about or instrument code at the source level.
When verification is attempted, standard approaches fall
into one of two categories. The first is to axiomatize the
effects of each instruction in program logic [14, 17], typi-
cally one instruction at a time. This requires hand-written,
architecture-specific models expressed in the logic. The sec-
ond is to perform a lowering, compiling down to binary,
and then reason about the whole system at the assembly
level [8, 18]. This requires dedicated tools and formal CPU
models, while losing access to high-level language semantics
and high-quality tooling. Further, cross-compilation is not
possible: testing RISC-V assembly on an x86 development
machine requires a full-system emulator.
We propose a different direction. Rather than lowering

mixed-language code to assembly for verification, we lift
the assembly into the host language [15, 21]. Concretely, we
automatically replace each inline assembly instruction with
a call to an executable machine model compiled from the
official RISC-V Sail ISA specification [1], producing a pure
Rust program with identical observable effects on the Rust
Abstract Machine. This pure Rust program can then be fed
to any tool in the Rust ecosystem: Kani for bounded model
checking, Miri for undefined-behavior detection, or standard
fuzzers for property-based testing. No custom axiomatization
is needed; the instruction semantics come directly from the
official Sail specification. While it is no replacement for typi-
cal QEMU-based testing, our approach yields a lightweight
cross-platform execution path for programs that contain only
a modest amount of inline assembly: a relatively common
case in systems software.

This idea is grounded in a principle articulated by the Rust
community [9]: for an asm! block to be well-defined, there
must exist a pure Rust program that performs the same state
transformation on the Rust Abstract Machine. Our approach
simply makes that witness program explicit; see Section 2.

The translation needs to be careful with many subtleties:
assembly that modifies the current execution environment,
such as changing privilege levels or updating the active
page tables, falls outside the scope of automatic translation.
Nonetheless, our approach covers a significant portion of
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assembly use cases. We explore these boundaries by catego-
rizing inline assembly along four dimensions: pure register
operations, memory accesses, control flow, and system in-
structions. We highlight the challenges of each category, and
show how we handled them in Section 3.
We have applied this approach to two RISC-V systems

software projects. We extended the verification of Miralis [5]
to include all inline assembly snippets, which previous ef-
forts did not cover. In a new dynamic root-of-trust firmware
(∼600 LOC), we used our translation approach to prove prop-
erties over reachable system state, such as correct PMP con-
figuration enforcing the desired region isolation. These new
efforts are presented in Section 4.

2 Background
Inline assembly appears throughout the software stack for
several reasons:

System instructions: Configuring physical memory pro-
tections (PMP), setting trap handlers, reading hardware iden-
tifiers (e.g., mhartid), and manipulating privilege levels all
require instructions with no high-level language equivalent.
Unusual control flow: Context switches save and re-

store register state, transferring control between execution
contexts in ways that violate the assumptions of structured
programming.
Performance and security: Cryptographic code often

uses hand-written branchless assembly to avoid timing side
channels. Similarly, numerical libraries can often make use
of vector instructions for performance. Prior work [21] has
shown that a surprisingly large number of regular user-space
applications have at least one dependency that makes use of
inline assembly (in C++).
Yet, testing and debugging these assembly fragments is

difficult. Tools like ASan and Valgrind often treat inline as-
sembly as opaque.

2.1 Inline Assembly in Rust
Rust’s asm! macro provides a structured contract-like in-
terface to inline assembly. The programmer declares which
registers are inputs, outputs, and clobbers. Based on these
declarations and without further checking, the compiler in-
terleaves compiled Rust code with user-provided assembler.
Any mismatch between the manual declarations and assem-
bly behavior results in Undefined Behavior (UB).

A key principle of inline assembly in Rust is that for asm!
to be well-defined, there must exist a pure Rust program that
performs the same state transformation on the Rust Abstract
Machine. For instance, when assembly is used as an optimiza-
tion, such as vector instructions, there must exist a pure Rust
program that produces the same effect. In the case of system
instructions, assembly must produce no side effects observ-
able from the Rust Abstract Machine. If that principle is not

respected, the inline assembly is UB and the compiler can
make arbitrary assumptions about the program’s behavior.
In Figure 1 we illustrate an abstract formalization of this

principle forwell-defined inline assembly. The top row shows
the Rust AbstractMachine evolving through states 𝑠0, 𝑠1, 𝑠2, 𝑠3;
the asm! block is a single opaque step from 𝑠1 to 𝑠2. The bot-
tom row shows the witness: a sequence of pure Rust steps
that performs the same state transformation by emulating
each assembly instruction on a cross-product state (𝑠, 𝑝𝑚)
pairing the Rust state 𝑠 with the emulated physical machine
state 𝑝𝑚. The dashed vertical arrows represent a simula-
tion relation: the Rust-visible projection of the witness must
match the original execution at the entry and exit of the asm!
block. Our approach constructs this witness explicitly, lever-
aging the official RISC-V Sail ISA specification as the source
of the side state type 𝑝𝑚0, 𝑝𝑚

′ · · · 𝑝𝑚1 and the instruction
semantics acting on it.

Rust AM:

Witness:

𝑠0 𝑠1 𝑠2 𝑠3
asm!

(𝑠0, 𝑝𝑚0 ) (𝑠1, 𝑝𝑚0 ) (𝑠′, 𝑝𝑚′ ) · · · (𝑠2, 𝑝𝑚1 ) (𝑠3, 𝑝𝑚1 )

∼ ∼ ∼ ∼

emulation of asm! — multiple pure Rust steps

Figure 1. The asm! block (top, red arrow) is a single opaque
step on the Rust Abstract Machine. The witness (bottom,
dashed box) emulates it as a sequence of pure Rust steps
over a cross-product state pairing Rust state with physical
machine state.

2.2 The Sail ISA Specification Language
Sail [2] is a language for describing instruction-set architec-
tures. The RISC-V community maintains a RISC-V ISA speci-
fication written in Sail that serves as the reference definition
of instruction semantics. Similarly, the official ARM ISA spec-
ification is written in ASL [22], another ISA specification
language, with automated translations to Sail maintained by
the community. Sail models can be compiled to C, OCaml,
Lean, and other targets to produce reference simulators.

Our approach relies on a Sail-to-Rust compiler, i.e., a new
backend for the Sail compiler that translates the Sail specifi-
cation into a Rust library exposing the functions of the ISA
semantics: execute, decode, etc. This library is the foundation
of our executable machine model: calling a function with
the appropriate register operands produces the same state
transformation as executing the corresponding instruction
on hardware.

2.3 Testing and Verification Tools for Rust
The Rust ecosystem contains many tools to gain trust in
our software. These tools vary in how much user input they
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require to get working and how much trust they allow us to
gain in our system.
Unit testing: The main tool for unit testing in Rust is

cargo test, which is part of the standard Rust distribution.
Unit tests are expected to run as user-space programs on the
host architecture. Unit tests involving inline assembly for a
different architecture or using system instructions must be
cross-compiled and run inside an emulator.
Bounded model checking and symbolic execution:

A way to gain even more confidence is to test all possible
inputs up to a certain bound. The primary tools in this space
are Kani [6, 25] and Soteria [28], which can prove properties
about Rust programs or find counterexamples. None of them
currently support inline assembly.
Dynamic Undefined Behavior detection: Instead of

manually writing the expected behavior of our programs, we
may also be interested in knowing whether our programs
contain undefined behaviors, such as invalid pointer use, data
races or alignment violations. Tools such as Miri [11] can
execute programs step-by-step on concrete inputs using a
strict virtual machine and search for these undefined behav-
iors that native execution might silently ignore. Miri does
not currently support inline assembly.

Fuzzers: To find undefined behaviors and unexpected be-
haviors, we could also test our program with pseudo-random
inputs. Tools such as cargo-fuzz do just that. Just like unit
tests, they can only be used with user-space assembly via
cross-compilation.

Deductive verification: To gain the highest possible level
of trust in our systems, we can annotate our programs with
formal specifications. We can for example annotate our pro-
grams with pre- and post-conditions, and then prove that
any call to the function, assuming the pre-condition, ensures
that the post-condition is true after the function execution.
Primary tools in this space are Verus [13] and Creusot [7],
neither of which currently supports inline assembly.
As can be noted, most if not all of these tools operate on

pure Rust code and cannot reason about inline assembly
directly. The goal of our translation is to bridge this gap by
producing pure Rust that these tools can process and ana-
lyze, therefore allowing us to extend the support of existing
verification and testing tools from the Rust ecosystem to
code containing inline assembly.

3 Lifting Assembly to Pure Rust
In order to enable the use of existing Rust tooling on code
containing inline assembly, we introduce a new soft_asm!
macro compatible with Rust’s built-in asm! macro. Based
on the compilation target, soft_asm! either transparently
forwards the assembly to asm!, or lifts assembly into pure
Rust code that emulates the assembly snippets.
In emulation mode, our macro replaces each instruction

with a call to a trusted machine model, automatically derived

1 pub fn execute(&mut self, instr: ast) -> Trap; rust

2 pub fn get(&mut self, reg: GeneralRegister) -> u64;

3 pub fn set(&mut self, reg: GeneralRegister, value: u64)

Figure 2. Signature of some functions of the model.

from the official RISC-V Sail ISA specification compiled into
Rust. After macro expansion, our soft_asm! macro leaves
no built-in Rust asm! macros, and can therefore be compiled
to any platform and processed by any Rust tool.

In this section, we first go over how the CPU is modeled in
Rust, and then categorize different kinds of inline assembly,
incrementally highlighting the purpose and difficulties of
using each category (summarized in Table 1), as well as how
our tool handles them.

What ASM does Challenges

Pure register ops Register allocation and non-determinism
Memory accesses Unsafe dereference, provenance
Control flow Decompilation, Rust interop
System instructions Traps, effect on Rust Abstract Machine

Table 1. Inline assembly categories and their challenges.

3.1 A Rust CPU Model
The CPU model is compiled from the Sail specification as a
Rust structure which contains all registers of the used part
of the model, along with an extra configuration field for sup-
ported RISC-V extensions. In total, the model accounts for
7.4k lines of automatically generated Rust code, presented
as a library that can be configured with the desired RISC-
V extensions by user code. We use a custom Sail compiler
back-end, adapted from the original effort to verify the Mi-
ralis virtual firmware monitor [4], to support most of the
base RISC-V ISA. The soft_asm! macro can access the CPU
through a thread-local core variable that exposes methods
to access registers or execute instructions (Figure 2).

3.2 Pure Register Operations
The simplest case is a sequence of arithmetic and logic in-
structions over declared input/output registers, with nomem-
ory access, branching, or system state. The assembly block
acts as a pure function mapping outputs deterministically
from inputs. Pure register operations are common when
working with vector instructions, as well as in constant-time
cryptographic code, where branches on secrets are forbidden
to prevent timing side channels. To understand the trans-
lation process, let’s look at a toy branchless absolute value
computation using three instructions: srai, xor, sub (Fig-
ure 3).
Translation: When expanding in emulation mode, our

soft_asm!macro replaces the assembly snippet with a pure
Rust code block invoking methods on the core variable that
emulates a physical CPU core (Figure 4).
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1 let mut result: u64 = 0; rust

2 let mut sign: u64 = 0;

3 soft_asm!(

4     "srai {sign},   {x}, 63",

5     "xor  {result}, {x}, {sign}",

6     "sub  {result}, {result}, {sign}",

7     x      = in(reg)    x as u64,

8     sign   = out(reg) sign,

9     result = out(reg) result,

10 );

Figure 3.Absolute value computation using inline assembly.

1 let mut result: u64 = 0; rust

2 let mut sign: u64 = 0;

3 {

4     core.set(reg::X1, x as u64);

5     match core.execute(

6       ast::SHIFTIOP(reg::X1,63,reg::X2,sop::SRAI)

7     ) { ... };

8     match core.execute(

9       ast::RTYPE((reg::X1,reg::X2,reg::X3,rop::XOR))

10     ) { ... };

11     match core.execute(

12       ast::RTYPE((reg::X2,reg::X3,reg::X3,rop::SUB))

13     ) { ... };

14     sign   = core.get(reg::X2);

15     result = core.get(reg::X3);

16 };

Figure 4. Absolute value computation in pure Rust.

The translations above and in the rest of this paper are
slightly simplified for the sake of clarity, but representative
of the actual output. The core object corresponds to the 𝑝𝑚
state in Figure 1. It holds the full architectural state (regis-
ters, CSRs, privilege mode), as generated by the Sail-to-Rust
compiler. The preamble on line 4 in Figure 4 loads the Rust
input x into an emulated register via core.set, as speci-
fied in line 7 of Figure 3. Each instruction becomes a call
to core.execute with the decoded AST node from the Sail
specification. The postamble, on lines 14 and 15 in Figure 4,
extracts the result via core.get to the variable specified on
lines 8 and 9 of Figure 3. Note that traps are checked for ev-
ery instruction, for simplicity. A smarter soft_asm! macro
could analyze the RISC-V model to prune trap checks for
instructions that never trap.
Even in this simple case, this kind of translation enables

catching assembly-level bugs: the inline assembly can now
be tested for correctness using standard tools, for instance
proving equivalence to if x < 0 { x.wrapping_neg() }
else { x } for all 64-bit inputs using Kani.
In Figure 3, notice that the assembly block does not con-

tain an explicit mapping between machine registers and Rust
variables. The inline assembly contract only associates some
Rust variable with some abstract register, and the actual
register allocation is left to the compiler. Our Rust macro
therefore picks one particular register allocation: in our ex-
ample, the variable x is placed in register X1, sign into X2,
and result into X3. Unfortunately, this means that tests and

1 let rsv1 = core.get(reg::RS1); rust

2 let rvd = unsafe { *(rsv1 as *const u64) };

3 core.set(reg::RD, rvd);

Figure 5. Translation of ld rd, 0(rs1).

verification might miss bugs that materialize only with a
specific register allocation.

Yet, our approach enables catching bugs with a fixed reg-
ister allocator, as accessing any register not specified in the
inline assembly contract is undefined behavior. To catch
reads from undeclared input registers, the test or verification
harness can initialize all registers to nondeterministic val-
ues (e.g., using kani::any() under Kani, or random values
under fuzzing). Similarly, after execution, the harness can
assert that all registers not declared as outputs retain their
initial (garbage) value.

3.3 Memory Accesses
Another important category of instructions is loads and
stores. Notice that the memory is not part of the explicit
machine state struct, and so must instead be accessed by
finding the appropriate Rust object in the Rust Abstract Ma-
chine, via Rust dereferences.
Translation: A load instruction, e.g., ld rd, 0(rs1),

translates as follows: the base address is first read from the
emulated register file via core.get(rs1), then the actual
memory access is performed as an unsafe Rust dereference,
and finally the loaded value is written back into the emulated
register file via core.set(rd, ...) (Figure 5).

This is a valid translation that emits unsafe but runnable
code. In particular, during concrete execution, the program
crashes on invalid addresses. Further, tools such as Miri and
Kani check raw pointer dereferences for UB, according to
a given borrowing model [10, 26], and will flag memory
accesses that point outside a live Rust allocation or violate
aliasing or alignment requirements. Tools will also flag bogus
accesses to struct members via byte offset in case of offset
miscalculation or missing #[repr(C)] annotations (required
in Rust to force a specified memory layout). The stack is
treated like any memory, with the additional constraint that
the stack pointer must be restored at the end of the assembly
block.
This translation is limited when tackling more complex

instructions such as vector load and store instructions, which
support precise loading mechanisms with masks and strides.
A future approach would be to model the memory load and
store of the Sail model with user-provided Rust functions.
This would allow defining custom memory controller func-
tions, possibly emulating memory-mapped I/O.

3.4 Control Flow
Contrary to Rust, assembly supports unstructured control
flow. Therefore, the macro performs a lightweight decompi-
lation pass to reconstruct high-level control flow: it builds a
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1 match core.execute( rust

2   ast::CSRReg((bv(0), reg::X1, reg::X0, csrop::CSRRW))

3 ) {

4   Trap::Some(addr) => handle_trap(addr, &[handler1, ...]),

5   Trap::None => (),

6 };

Figure 6. Handling traps in exceptional control flow.

control-flow graph of the assembly block, identifies branch
targets, and emits a structured Rust control flowwhen it finds
a known pattern (if, for example). As Rust’s control flow is
more restrictive, the macro raises an error if it encounters
unsupported patterns.
Translating structured control flow: Constructions

such as if branches and simple loops are recovered and trans-
lated into equivalent Rust statements. More general control
flow, such as state machines, could be recovered through
traditional decompilation techniques, such as the relooper
algorithm [27], but is not necessary for our applications and
is therefore left as future work. Note that for a Rust transla-
tion to exist, the assembly control flow should never leave
the inline assembly snippet, except for exceptional control
flow and function calls, as discussed below.

Translating exceptional control flow: Assembly code
sometimes triggers exceptional control flow, which wemodel
explicitly in the translation by letting the user provide a list
of expected trap handlers. Each call to core.execute returns
either a successful execution or a trapping address. In case
of a trap, the address is checked against the provided list of
handlers. The matching trap handler is invoked, or a Rust
panic is raised if none is found. Note that the trap handler
must have been installed in the appropriate register before,
either by the test harness, or by a previous assembly snippet.
For instance, accessing the undefined CSR number 0 will
reach the Trap::Some branch in Figure 6.

Translating function calls: Finally, assembly codemight
need to call into Rust code. The macro recognizes the call
<target> pseudo-instruction (translated to jal ra, <tar-
get>) and translates it to a direct function call following
the platform’s ABI. Because Rust macros do not get access
to type-checking information, our macro cannot infer the
function ABI on its own. Instead, we require explicit user
annotation to provide the function ABI, and emit code that
fails type-checking if the user provides the wrong ABI. For
instance, calling the add_two function in Figure 7 gets trans-
lated to the code shown in Figure 8.

3.5 System Instructions
Finally, in the context of low-level system code, inline assem-
bly is used to read and write system registers. This category
can add side effects on machine state beyond the declared
asm! interface.
Translation: As system instructions are already part of

the Sail specification, no further changes to the translation

1 extern "C" fn add_two(a: u64, b: u64) -> u64 { rust

2     a + b

3 }

4 let result: u64;

5 soft_asm!(

6     "// #[abi(\"C\", 2, u64)]",

7     "call {func}",

8     func = sym add_two,

9     result = inout("a0") 100 => result,

10     in("a1") 42,

11 );

Figure 7. Function call annotation in soft_asm!.

1 core.set(reg::X10, 100 as u64); rust

2 core.set(reg::X11, 42 as u64);

3 let arg0 = core.get(reg::X10);

4 let arg1 = core.get(reg::X11);

5 let _: extern "C" fn(_, _) -> u64 = add_two; // Typecheck

6 let ret_val = add_two(

7     FromRegister::from_register(arg0),

8     FromRegister::from_register(arg1),

9 );

10 core.set(reg::X10, ret_val as u64);

11 result = core.get(reg::X10);

Figure 8. Translation of the function call from Figure 7.

are needed. The emulated machine state includes CSRs, privi-
legemode, and other architectural states. System instructions
simply read and write fields of this struct.
In the context of system instructions, typically the user

might be interested in asserting properties about virtual ma-
chine state instead of just properties about original Rust vari-
ables. For example, one will typically be interested in asserts
of the form: Does the assembly block trap unexpectedly? Is
the PMP configured correctly after this block? Are interrupts
enabled at the expected program points? The translation al-
lows answering all those questions, as they rely on querying
the internal CPU state. Because core is a Rust variable, it
can be accessed by test and verification harnesses to assess
the desired properties.
The translation process by itself does not automatically

enable existing tools to find all bugs linked to system instruc-
tions. Indeed, while assembly snippets will execute faithfully,
the impact on Rust code might not be captured. For instance,
disabling floating-point instructions from an assembly snip-
pet will correctly cause floating-point instructions to trap in
assembly code, but not floating-point operations in pure Rust
code. Similarly, as a consequence of our translation of loads
and stores to direct pointer accesses, the MMU subsystem
is bypassed by memory accesses both in assembly and pure
Rust code. It remains possible to use our soft_asm! macro
to verify properties about floating points or the MMU, but
those must be explicitly encoded in the test harnesses.

4 Evaluation
In this section, we report our experience using our soft_-
asm! macro in two contexts: extending the scope of formal
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verification of Miralis’ firmware virtualization subsystem,
and developing a new dynamic root-of-trust firmware.

4.1 Virtual Firmware Monitor
The virtualization subsystem of Miralis has been verified for
correctness using Kani [5], but previous verification efforts
only covered the Rust code. The Miralis codebase centralizes
all assembly snippets into a single module. The original veri-
fication replaced that module with a manually written pure
Rust version.
As an experiment for the applicability of our approach,

we removed the mock module used for verification, and re-
placed all asm! with soft_asm! in the original assembly
module. On a total of 208 lines of inline assembly, switching
to soft_asm! required manually updating 6 lines due to dif-
ferences between soft_asm! and Rust’s asm!. One explicit
call annotation, two explicit type casts, an explicit mention
of a global symbol, and two disambiguations between add
and addi were needed. Re-running the tests and verification
surfaced two new bugs that were not detected by previous
methods: a register that should have been declared as clob-
bered, and one bit lost during CSR manipulation due to a
hardwired 0.

4.2 Dynamic Root-of-Trust Firmware
We used soft_asm! while developing Flashpoint [12], a
new dynamic root-of-trust firmware in order to verify func-
tional correctness and security properties through exhaus-
tive model checking using Kani. The goal of the verification
is to ensure that the root of trust correctly transitions the
system through a set of well-defined states. In particular,
the root of trust must be resilient to arbitrary initial system
state, and leave the system in a state with particular memory
protection configured.

The root-of-trust entry point is an assembly snippet that
configures the Rust environment (i.e., the stack) and calls
into the Rust entry point. The Rust code itself contains inline
assembly snippets, and eventually returns to the assembly
entry point which sets up the environment for execution
after the root of trust. The root of trust also depends on
two new RISC-V instructions. To add support for the new
instructions in soft_asm!, we extended the Sail model with
the two new definitions, and re-compiled it into a custom
Rust model.

The verification consists of two parts: CPU configuration
and Rust-level assertions. We emulate arbitrary system state
by setting all CPU registers (general-purpose and CSRs) to
symbolic values in the verification harness. After execution,
the verification harness runs both Rust-level asserts to check
internal root of trust state, and asserts against the CPUmodel.
If the verification succeeds, no initial CPU state can cause the
root of trust to violate the assertions. For instance, we prove
that the root of trust always configures memory protections
correctly (through PMP) using a symbolic address addr and

asserting that core.pmp_check(addr) returns true only on
explicitly allowed memory regions according to our specifi-
cation, where pmp_check is the function from the Sail model
used to check valid memory accesses.
Complete model checking of our dynamic root of trust

takes 3 hours and consumes ∼50GB of memory for each
of the six transitions to verify on an AMD EPYC 9224 ma-
chine. The significant verification time and memory usage
are due to insufficiently aggressive dead-code pruning, re-
sulting in SMT queries encoding the behavior of the whole
RISC-V specification instead of the reachable subset. While
fixing the root cause is left for future work, relying on Rust
unit tests, Miri, and fuzzing has proven very helpful during
development and final verification.

5 Related Work
Most existing approaches to verifying mixed-language code
that includes assembly fall into one of two categories: reason-
ing at the assembly level, or axiomatizing assembly effects
in a program logic.

Decompilation into logic:The dominant approach trans-
lates assembly into a verification logic and reasons there. In
that spirit, TickTock [23] uses refinement types (via Flux)
to specify contracts for assembly routines, with instruction
effects modeled as trusted axioms in the type system. One
key difference from our approach is that axiomatized models
must be trusted and cannot themselves be tested or verified
against a reference; in our approach, the model is the official
ISA specification, and any discrepancy between the model
and hardware is either a specification bug or a translator bug,
but not a modeling error. Further, our approach produces
pure Rust code that can be fed to any Rust tool and executes
code on the host, whereas axiomatization typically requires
working with dedicated tooling.

Assembly-level verification:Another approach is to rea-
son entirely at the assembly level. Tools such as Serval [18]
enable verification of compiled binaries, while tools such as
Vale [3] enable direct verification of assembly. Such tools
rely on custom-built machine models, and lose the ability to
reason about high-level language concepts. Vx86 [15] pro-
poses a different model, lifting the assembly code into C
and then using C-level verifiers, but still relies on a custom
axiomatized machine model to do so.
Decompilation into C: The idea of decompiling assem-

bly into a high-level language for verification is not new. A
closely related work, TINA [21], uses a decompiler to iden-
tify the snippets of inline assembly in the binary, transforms
them into C, recompiles, and performs equivalence checking
on the resulting binaries. TINA shares our concerns about
inline assembly blocking the utilization of standard tools,
but only targets user-mode assembly. In contrast, we frame
the problem as an emulation problem, handle system state
and devices, and use the official Sail ISA specification.
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6 Future work
Deductive verification:While it is challenging on our ex-
tracted codebasewithout contract annotation, recentwork [20]
suggests that un-annotated code can still be used in verifi-
cation when the code body is the specification, as in our
case.

Memory: We plan to enhance the memory model to sup-
port seamless device emulation integration.
Other ISA:While we currently focus on RISC-V due to

its mature and official Sail specification, our method should
be portable across ISAs. For instance, there exists an official
translation of the ARM ISA specification to Sail, and a for-
malization of the user-space fragment of x86; both could be
supported by soft_asm!.

Other languages: Our approach is not specific to Rust; it
benefits from the convenient Rust macro system, but could
be applied to other systems languages such as C or C++ using
a custom pre-processor, for instance.

7 Conclusion
In this paper, we propose to lift assembly code into pure Rust
code to enable testing and verification using existing off-the-
shelf tools on projects that include assembly. We propose
a new soft_asm! macro, compatible with Rust’s asm!, that
translates assembly into pure Rust code. The resulting Rust
code emulates assembly execution using an accurate CPU
model compiled from the official RISC-V Sail specification to
a Rust library. We integrated soft_asm! in Miralis, finding
two new bugs and demonstrating good compatibility with
asm!, and leveraged soft_asm! to verify a new dynamic
root-of-trust firmware.

Artifact Availability
The code for the soft_asm! macro presented in this pa-
per is open-source. An asm! macro compatible with Rust’s
built-in core::arch::asm! is provided as a Rust library
under the softcore-asm-rv641 crate. The softcore-asm-
rv64 crate depends on the Rust CPU model, distributed as
the softcore-rv642 crate. The soft_asm! macro is a thin
declarativemacro thatwraps the softcore_asm_rv64::asm!
procedural macro and that should be defined within each
project. An example of usage can be found in the Miralis
repository3.

1https://crates.io/crates/softcore-asm-rv64
2https://crates.io/crates/softcore-rv64
3https://github.com/CharlyCst/miralis
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